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Preface

Definitions
FaceMorpher Web Edition is referred as FaceMorpher throughout the document.

Introduction

This document describes how to set up FaceMorpher to operate with Internet Information
Services (IIS) Web server with the PHP extension.

The IIS Web server sets strict permissions to programs executed via the PHP extension. Since
FaceMorpher operates with input and output files and needs access to the registry and its
internal data files, the default permissions have to be changed in order to run FaceMorpher.
Moreover, certain IIS permissions has to be altered to enable executing the command
processor cmd . exe to run FaceMorpher using the shell_exec () function.

Configuring IIS to Enable shell_exec() Function

Default IIS permissions often disallow IIS to execute the command processor cmd.exe.
Therefore, the shell_exec() function can return an error. To allow IIS running cmd.exe, the
following command must be executed from the command prompt:

> cacls $COMSPEC% /E /G %COMPUTERNAMES$\IUSR_$COMPUTERNAMES:R

The %COMPUTERNAMES$\IUSR_$COMPUTERNAMES string specifies the name of the
default IIS user. Usually, IIS is configured to run as the default user; however, it is essential to
determine the correct user name in case if IIS runs as a different user.

You can check if permissions were configured properly by running the following command:

> cacls %COMSPECS%

The command should display the current IIS user.

Determining User Name of FaceMorpher

FaceMorpher, when executed via the shell_exec() function, runs as a specific user.
Determining the exact user name is essential to allow the user accessing the registry and data
files. Typically, the user name is either “NETWORK SERVICE” or “SYSTEM”, but it can
vary from system to system. The most straightforward way to determine the username is by
using SysInternals Process Monitor available from Microsoft:

http://technet.microsoft.com/en-us/sysinternals/bb896645.aspx

After you install and run SysInternals Process Monitor, it is important to set filters properly in
order to only display the events that belong to the FaceMorpher process. To set a filter, select
“Process Name”, “is”, “facemorpherwe.exe”, “Include” in the configuration dialog displayed
after you start Process Monitor, and click the “Add” button. After that, click “OK” and start

the monitoring process.
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When the monitoring is started, execute FaceMorpher via a PHP script by opening the address
of the script in your Web browser. You will receive a long list of events that belong to the
“facemorpherwe.exe” process.

& Process Monitor - Sysinternals: www.sysinternals.com
File Edit Ewvent Filter Tools Options Help
=H ABE | vAS® | AN AL
Sequ... | Time Process Mame FID | Operation Path Result -~
19352 2570, EfAFacebomphers/.. 3976 Thiead Create SUCCESS
19633 2570 ﬂFaceM orphefs... 3976 QuergMamelnforma...C:AProgram FilestLusand'F acet orphersENF aceb orphers'E exe SICCESS
19542 257.0.. EfFaceMorpherwd.. 3976 Load Image C:\Program Filesh\Luxand\F aceb orpherwENFaceMorpherwE. exe SUCCESS
19544 2570, ﬂFaceMorpherW... 3976 Load Image CAWIMDOW S hapstermn 324t dl] dll SIICCESS
19553 267.0... EfFaceMorpherws 3976 CreateFile C:hammsvhostshlueand. combhtdocshsite SUCCESS
19565 2570 ﬂFaceM orphefs... 3976 Load Image CAWIND WS hapstem32ikemel 32 dll SICCESS
19576 267.0.. EfFaceMorphered.. 3976 Load Image CAWAND WS spstemn 32\uzer 32, dil SUCCESS
19585 2570 ﬂFaceMorpherW... 3976 Load Image CAWAMD WS hapstern32hgdi32. dil SIICCESS
19637 2570 ﬂFaceM orphefsf... 3976 Load Image CAWIMD WS system32hadyapi32 dil SICCESS
19600 2570, ﬂFaceM orphefs... 3976 Load Image CAWIMD WS saystem32pertd. dil SICCESS
19602 2570.. ﬂFaceM arphefes... 3976 Load Image CAWINDOWShsustem32heecur32.dil SIICCESS
19611 2570 ﬂFaceM orphefys... 3976 Load Image CAWIMD WS hapstem32holeaut 32 dil SICCESS
19615 2570 ﬂFaceM orphefs/... 3976 Load Image CAWIMD WS sapstem32imavort. dil SICCESS
19518 257.0.. EfFaceMorpherwd.. 3976 Load Image C:AWAND WS hapstern324ole 32, dIl SUCCESS
19635 2570.. ﬂFaceMorpherW... 3976 Load Image CAWINDOW S hapstemn 32hwerzion.dll SIICCESS
19638 2570 ﬂFaceMorpherW... 3976 Reglpenkey HELM4S oftwareMicrozoftiwindows CurenfiersiontSideBpSidebdss  NAME NOT FDiPI-LI
1| 3
Showing 13,166 of 78,549 events (16%) |Backed by page file A‘
Double-click on any line in this list, and select the “Process” tab:
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@ Event #19351 Properties [_Tofx]

F n FaceMorpher Web Edition

Luxand Development
Mame: FaceMorpherE, exe
Mersion;  1.08,0000, 0000

Path:
I c:\Program FilesiLuxandiFaceMorpherWE \FaceiMorpherWE. exe

ommand Line:

I "ciProgram FilesiLuxand|FaceMorpherWE facemorpherwe. exe” --babyw kempfinmll.jp

PIC: 3976 Architecture:  32-bit

Parent PID: 1852 Yirtualized:  nfa

Session [0y 0O Imteqgriky nfa

Iser: MT AUTHORITYSYSTEM

Auth ID: Oaoooooo: 000037

Started: 2/21)2008 2:57:00 A Ended: 2121)2008 2:57:18 M
Miodule

Module | Address | Size | Path

1 | i

ll ¥ | ™ Mext Highlighted Copy Al | Close I
A~

In this particular case, FaceMorpher is run as the “SYSTEM” user. The line “User: ...
displays “NT AUTHORITY\SYSTEM”, so it is clear that FaceMorpher runs under the
“SYSTEM” user. This user name is referred as “FaceMorpher user” later throughout this
document.

2

Configuring Permissions to Access Input and
Output Files

After the username is determined, it is easy to set proper permissions for FaceMorpher. Right-
click on the directory that FaceMorpher needs to have access to (in the sample PHP
application provided with FaceMorpher Web Edtion these are “uploaded_photos” and
“morphed_photos” directories). Select “Properties”, click the “Security” tab, and click “Add”
to add the FaceMopher user to the permission list, then click on this user in the list and check
if it has full control over the directory. If the check marks in the “Permissions for..” list are
displayed in gray, click the “Advanced” button, clear the “Allow inheritable permissions...”
checkbox, select “Copy” in the displayed dialog window, and select the checkbox for the
“Replace permission entries...” option; after that, click OK. Click “Yes” if the dialog asks
you if you wish to continue.
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Advanced Security Settings for morphed_photos B |

Fermissions I.-“-‘-.ul:litingl Dwnerl Effective F'ermissicunsl

To view more information about special permizsions, select a permizgion enty, and then click Edit.

Permizsion enfries:

Type | M ame | Permizzian | |nherited From | Apply Ta |
Al dzers [CIBA 2-11368...  Full Cantral <not inkherited: T hiz folder, zubfalders...
Ceny praadm [C36912-113...  Special <not inherited: Thiz folder, subfolders...
Dery pzacin [CIEIT2-T136...  Special <not inherted: Thiz folder, subfolders...
Allo SYSTEM Full Control <not inherited: Thig folder, subfolders. ..
Al Administrators [C3697... Full Contral <not inkerited: Thiz folder, zubfalders...
Bllon CREATOR OWHER Full Contral <not inherited: Subfolders and files only
Add... Edit... Bemove

Allov inheritable permiszions from the parent to propagate to thiz object and all child objects. Include
thesze with entriez explicitly defined here,

¥ Feplace peimizzion enties on all child objects with enties shown here that apply to child objscts

Learn more about access contral.

] I Cancel Apply

FaceMorpher Activation

To activate FaceMorpher, execute facemorpherwe.exe with the ——activate parameter via
the PHP script, as FaceMorpher stores its licensing information in the registry branch of the
current user. To allow FaceMorpher to access the registry, run regedit.exe (Start -> Run ->
regedit), and add permissions for the FaceMorpher user to access HKEY_USERS,
HKEY_USERS\.Default, and HKEY_USERS\.Default\Software registry branches.

& Registry Editor

File Edik Wew Favorites Help

= & My Computer “ | | Mame | Type
D HEEY_CLASSES_ROOT {DeFault) REG 57
[#-{_] HKEY_CURRENT_USER
F-0 HKEY_LOCAL_MACHINE
=-{Z3 HKEY_LISERS

=1 DEFALLT

-] AppEvents

-2 Console

{27 Contral Panel

l:l Erviranment

{7 Identities

-2 Keyboard Layout |-

[ Metwork

[EI--{:I Prinkers

R

--{Z7] UNICODE Program Groups

@] 5-1-5-18 = Ll

My ComputeriHEKEY _LISERSY, DEFAUL T Software

Sofbware

w =
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To set permissions, right-click on the branch name, select “Permissions”, click “Add” to add
the FaceMorpher user, and check if the user has full control over this registry branch.

After the registry permissions are set, execute the following lines from your PHP script. In
this script, FaceMorpher tries to read the key from “c:\facemorpherwe.key” file, so change
this string to reflect the path where your key is actually located. Make sure to verify that the
FaceMorpher user has access to the directory with the key and the key file.

These lines should be executed only once.

define (FaceMorpherPath, '"c:\Program
Files\Luxand\FaceMorpherWE\facemorpherwe.exe""');

Sout = shell_exec("cmd /c " . FaceMorpherPath . " —--activate
c:\facemorpherwe.key") ;

echo "Sout<br>\n";
Sout = shell_exec("cmd /c " . FaceMorpherPath . " —--license");

echo "S$Sout<br>\n";

In case of successful activation, the script will display the licensing information.
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